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Introduction
Our interactions with technology have been completely transformed by the Internet of Things (IoT), which makes it possible for systems and devices to link seamlessly. In addition to improving everyday conveniences, this network of linked gadgets has brought out difficult problems with data gathering, privacy, and security. Understanding the data produced and processed by these devices is essential for safeguarding people and countries as vital infrastructures become more and more dependent on the Internet of Things. This paper expands on earlier research that used IoT device geolocation data to create machine learning (ML) models that could forecast user behaviour. This paper offers an in-depth examination of the relationship between IoT and ML by examining the procedures involved in creating these models, the advantages of IoT for society, privacy issues, and security threats.
Developing machine learning models for IoT datasets
Dataset overview
The dataset we created was comprised of anonymous geolocation data collected from IoT devices. The features included latitude, longitude, elevation, speed, and transport method. This real-world data was collected using GPS tracker apps on either Apple or Android phones, ensuring accurate, detailed geolocation metrics. We pre-processed the data by identifying and fixing errors, removing irrelevant data, and transforming the data into a suitable format (Alavi et al., 2022).
Choice of algorithms
We used supervised learning algorithms to analyse the dataset. Decision Tree Classifiers and Convolutional Neural Networks (CNNs) were used to classify three forms of transportation and their accuracy: Stationary, Walking, and Driving, based on GPS tracking data (Sadeghian, Håkansson and Zhao, 2021). Decision Trees were chosen for their interpretability and Convolutional Neural Networks even though most used for image data, were used as they can capture complex patterns in text data (Xue et al., 2022). Both machine-learning models achieved around 98% on the geolocation dataset. Since the accuracy is 98% it raises concerns about overfitting, which is where the model is trained too closely to its training data, resulting in inaccurate predictions (IBM, 2021). 
Tools and techniques
Visual Studio code was used to program the Decision tree and convolutional neural network functions, and the machine learning algorithms were coded in Python. In Python, you can import libraries necessary to manipulate and analyse data—split datasets into training and testing. The libraries used in the CNN ML.py are: Pandas, Sklearn, Tensorflow and Numpy (Roy, 2019). In the two functions, the dataset was imported by defining the column names, and then reading the CSV file “pd.read_csv("GPS datasetcsv.csv", names=column_names)”. Extracting feature columns and defining them as X and the target y as TransportMethod data. The data passed through X and y is split into 70% training and 30% testing. In the MLModel function, the DecisionTreeClassifer gets initialised as clf which then gets trained using (X_train, y_train) data.
The accuracy of the test compared to the predictions is printed using metrics. The accuracy_score function showcases the decision tree accuracy.
In the CNN function, the data gets flattened to create dense layers which will be used in the keras sequential model. This then inputs a layer that specifies the shape of input data which is 4 then uses keras.layers.Dense(10, activation='sigmoid') to give each neuron a value between 1 and 0. The model is then compiled with the parameters of (optimizer='adam', loss='sparse_categorical_crossentropy', metrics=['accuracy']) and X & y training data trains the model for 10 epochs (cycles through data set 10 times). Finally, the model is evaluated on X & y test data and printed to the console to show the accuracy.
Challenges and outcomes 
The Decision Tree model's 97-98% accuracy across classes showed its simplicity and effectiveness. However, the CNN model displayed variability, obtaining 60% accuracy with 1300 rows of data and 10% with 7200 rows. This was probably caused by a coding mistake. Due to the under-representation of some user behaviours, data imbalance caused a serious problem. Techniques like oversampling and the creation of fake data were used to overcome this. Regularisation techniques and validation loss monitoring helped to reduce overfitting. The finished models showed that applying ML to IoT data analysis is feasible (Ghosh et al., 2022).
Societal benefits of IoT
Efficiency and convenience
IoT devices enable a more technologically advanced way of daily life. For example, smart homes wouldn’t be possible without them. This enables automated lights, heating, and security systems, among other things (TEKTELIC, 2024). Wearable devices can monitor health metrics, showcasing important real-time data about heart rate, blood pressure, and steps. This helps people know more about their bodies so they can make informed decisions about their health (Yasar, 2022).
Industry applications
The Industrial Internet of Things (IIoT) is comprised of many industries such as agriculture, manufacturing, healthcare, supply chain management, and retail.
Agriculture: IoT enables precision farming, remote monitoring, and data-driven decision-making. Sensors in the soil collect data on moisture levels, nutrient content, and temperatures to maximize crop yields. Drones can also help monitor crop health, identify issues, and provide real-time insights to farmers using cameras and sensors on drones (Onviqa Inc, 2023).
Manufacturing: The applications of IoT in manufacturing are predictive maintenance, quality control, inventory management, energy management, and worker safety. Manufacturers can reduce the downtimes of equipment by adopting a proactive approach to what the problem is, how to fix it and how much it will cost. Manufacturers can build a baseline by consistently monitoring machinery performance and function. This baseline will have the information they need to detect problems before they occur (Iqbal, 2023). IoT sensors can monitor the quality of a product in real-time, this allows manufacturers to identify and address any issue before it happens (Iqbal, 2023).
Inventory management can use IoT sensors to track the levels of inventory in real-time which will allow manufacturers to make their supply chains more efficient and reduce the costs of inventory (Iqbal, 2023). Energy utilisation can be monitored using IoT sensors in industrial facilities, this enables producers to accurately find out where energy usage can be decreased. Lastly is worker safety, workers are protected by integrated safety systems. If an accident happens everyone will be notified, operations stopped, and the upper management of the factory will try to resolve the incident (Iqbal, 2023). 
Retail: IoT's main applications in the retail sector are inventory management, personalised marketing, smart shelves, automated checkout, supply chain optimisation (real-time tracking), customer tracking and analytics (IoT.Business.News, 2023).
Supply chain management: IoT-enabled real-time data collection boosts the supply chain's visibility and offers priceless insights into how it operates. It aids in identifying the areas that require optimisation and development. IoT infrastructure that is properly deployed may save costs in waste management, logistics, and product monitoring while also facilitating the adoption of automation. For optimum effectiveness and value, careful planning may aid in seamless integration and quicker deployment (Przemek Szleter, 2024).
Urban development
Using IoT devices to effectively monitor the city's state and administer its services, smart city projects are being implemented throughout all smart city sectors. Because it improves productivity, sustainability, and quality of life, IoT-based management is essential for smart cities. IoT makes it possible to gather and analyse data in real-time, which enhances resource allocation and decision-making (Zaman et al., 2024). In addition to lowering expenses and optimising resources, this enhances public safety, energy use, and traffic control. IoT devices provide a world of possibilities that were previously unattainable or challenging when combined with existing information and communication technology (ICT) infrastructure. With the help of dispersed sensor installations, city managers may now access a vast quantity of data that gives them a more comprehensive and up-to-date picture of the state of the city (Zaman et al., 2024).
Economic growth
It is anticipated that the Internet of Things industry will see a sharp increase in income, reaching US$1,059.00 billion globally by 2025 (Statista, 2024). According to projections, the market would expand at a compound annual growth rate (CAGR) of 10.17% from 2025 to 2029, reaching a noteworthy market size of US$1,560.00 billion by that year. With the largest revenue of US$379.90 billion in 2025, the US is predicted to have the highest revenue globally (Statista, 2024).
Privacy concerns and challenges in IoT
Data collection risks
IoT data collection is extensive with so much data in many cases sensitive it brings many more risks to privacy. They even keep and distribute private information without the user's awareness or express consent. As a result, this data must be protected in the same manner as any other sensitive data in your company's network, under the compliance rules that apply to your industry or business (Quintech, 2023).
Organisational concerns
For organisations, they have a cyber threat to their Enterprise Connected Devices (ECD). Due to their ability to store and handle sensitive, private, or valuable data, ECDs are a very alluring target for many threat actors. Due to their vast attack surface (many endpoints for access to other networks), attack base for lateral movement, and generally weak security measures by vendors, many ECD categories especially IoT devices present an easy target for penetration (NCSC, 2022).
Legal and ethical considerations
The Internet of Things has many legal and ethical implications, these include data privacy, surveillance, informed consent, bias in algorithms, and accountability (Trigyn, 2023).
Data privacy: The implementation of strong encryption for data transmission, obtaining informed user consent for data collection, anonymising data using methods like pseudonymization and generalisation, and limiting the amount of personal data collected to that which is required for the intended purpose are all important data privacy measures to protect the private information collected by IoT devices. All these measures must be taken while complying with applicable data privacy laws, such as the CCPA and GDPR (Episensor, 2024).
Surveillance: Concerns about personal privacy are brought up using surveillance technology, such as video analytics and facial recognition. Finding a balance between protecting individual rights and maintaining public safety is a difficult task (Trigyn, 2023). 
Informed consent: IoT devices collect and use personal data, and the user must be allowed to expressly consent to the conditions of data collection and use by being made fully aware of what information is being collected, how it will be used, and who may access it (Neisse et al., 2016).
Bias: “Bias can enter algorithms in many ways, such as skewed or limited training input data, subjective programming decisions or result from interpretation” (Jonker and Rogers, 2024).
Accountability: Because there might be so many businesses participating in an IoT ecosystem, it can be challenging to determine who should be responsible for what. An IoT camera controlled by a municipal council, for instance, may have data sent by a telecom provider, hosted by a cloud service provider, and accessible by law enforcement (OVIC, 2021).
Security risks and mitigation strategies in IoT
Common threats
Weak passwords: Many IoT devices come with simple default passwords such as admin, password, and 12345. Users sometimes don’t change the default password these are very easily exploited and can lead to unauthorised access to devices (Fernandes, Jung and Prakash, 2016).
Botnets: IoT botnets are made using IoT malware, threat actors will target IoT devices because they are easier to exploit, many cases of large IoT botnets have been made using default credentials or exploiting unpatched vulnerabilities in IoT software (CheckPoint, 2024). 
DDoS attacks: Use a variety of IoT devices to flood the communication channel from several places, making it more difficult to detect. This attack affects the availability of resources and servers of a network (Kumari and Jain, 2023).
Malware: IoT malware can come in many forms such as viruses, worms, or trojans, and can cause significant damage such as disrupting device functions, stealing sensitive data or causing physical harm to devices (Kudelski-iot, 2024).
Physical Attacks: Malicious attackers may be able to obtain information about an IoT device, duplicate any data collected by the device, and even alter its programming if the physical IoT security layer is compromised. Side-channel analysis, setting resets, physical manipulation, optical or electromagnetic fault injection, and other attacks may be made possible by physical access to IoT devices. In the end, additional network components may be accessed by a hacked IoT device (Verizon, 2024).
Mitigation strategies
Strong authentication systems: Implementing Multi-Factor Authentication (MFA) ensures that only authorised users can access the IoT devices using email, call, SMS, or authentication applications (Moulds, 2023).
Regularly updating firmware: Releasing timely updates to firmware will significantly reduce the risk of exploitation of known vulnerabilities and exploits. The users need to also regularly install the updates to their IoT devices (NetGear, 2024).
Encryption: One essential security technique for safeguarding private data in the IoT is data encryption. It assists in protecting end users, cloud, and IoT device communication from possible security risks. Encryption guarantees that the data cannot be read or accessed, even if it ends up in the wrong hands (SigmaOS, 2024).
Risk Assessment: Finding weaknesses and identifying threats are ongoing steps in the risk assessment process. IoT Security assesses risk throughout this continuous process and rates the level of danger it detects. There are four stages of risk assessment and measurement for IoT security, starting with individual devices and working up to device profiles, sites, and organisations. The various ratings offer a straightforward way to assess the risk present in different locations and segments of your network (Paloalto, 2024).
Isolating IoT devices from critical networks: By dividing IoT devices into separate networks, you can provide a strong defence. It is difficult for a hacker to go laterally through your network after they have compromised one device, which restricts their access and possible harm. Sensitive information is protected by this extra security layer, which also defends against any attackers who can use flaws in one device to compromise others (Amos, 2023).
Role of machine learning in IoT security
Real-time monitoring of network traffic: Uses machine learning, which uses past data to adapt to new threats and spot unusual patterns that point to security breaches. The capacity of machine learning (ML) to adapt and change is what makes it unique; it leverages past data to identify and learn from new and emerging threats, making sure that security protocols change to reflect the evolving nature of cyberattacks (Alwahedi et al., 2024).
Proactive threat detection and response: Massive data sets may be analysed by AI and ML to find trends and abnormalities that could point to a cyberattack. Instead, of only responding to breaches after they happen, this enables proactive threat detection and response. The ability of machine learning algorithms to continually learn and adjust to new threats increases the agility of security measures (Technologies, 2024).
Conclusion
IoT and machine learning together have enormous potential to progress society by changing industries and enhancing everyday comforts. These developments do, however, present important obstacles that need further focus. Concerns about privacy, such as unlawful data gathering and possible exploitation of private data, emphasise the necessity of strong legal frameworks. Security threats like ML model exploitation and IoT device vulnerabilities highlight how crucial it is to have robust defences (Zakariyya, Kalutarage and Al-Kadri, 2023).

In order to overcome these obstacles, future studies should concentrate on improving machine learning algorithms for improved anomaly detection and forecasting accuracy while making sure that ethical issues are incorporated into the implementation of IoT. Enhancing the interpretability of ML choices and investigating lightweight ML models appropriate for IoT devices with limited resources may also lead to more transparent and safe implementations (Ahsan Wajahat et al., 2024).
IoT and machine learning ecosystems may strike a balance between maximising social benefits and minimising hazards by encouraging multidisciplinary cooperation and giving user-centric solutions a priority (Marengo, 2024). The advantages must be balanced, though, with the serious privacy and security threats that come with IoT networks. We can achieve a balance that protects user rights and vital systems while promoting innovation by utilising strong encryption, proactive mitigation techniques, and solid machine learning models (LinkedIn, 2024). To successfully manage these issues, this essay emphasises the significance of ongoing research and development in IoT and ML.
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