[image: Environmental Humanities - PhD Fee Waiver Studentship ...]	


Research Project AI in Ethical Hacking: Detecting and Exploiting Vulnerabilities
Assessment S1: Research Project
Module Coordinator: Francis
Marker: Francis








Date of submission: 24/01/2024
Number of words: 4168
[bookmark: _Toc185415166]Abstract
By automating vulnerability discovery and exploitation, artificial intelligence (AI) is revolutionising ethical hacking. This study looks at AI-driven penetration testing, evaluating its advantages and disadvantages while contrasting it with more conventional techniques. While AI improves accuracy and efficiency, it also poses potential risks including false positives, data manipulation, and misuse-related ethical issues (Khogali and Mekid, 2023). The report underlines that AI should supplement human knowledge rather than replace it and stresses the necessity of protections to stop vulnerabilities created by AI from being weaponised. According to research, while AI improves cybersecurity defences, risks must be managed through appropriate deployment and regulatory monitoring (Badman and Kosinski, 2024).
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1. [bookmark: _Toc185415167]Introduction
Artificial intelligence (AI) quick development has had a significant impact on cybersecurity, especially in the areas of penetration testing and ethical hacking. The efficiency and accuracy of detecting security flaws may be greatly increased by using AI models to automate complicated processes like vulnerability scanning, anomaly identification, and exploit creation (Watson, 2024). To handle the growing complexity of cyberthreats, ethical hacking which has historically relied on human testing and heuristic analysis is now being enhanced by AI-driven automation (Salem et al., 2024).
By contrasting AI-driven penetration testing with traditional approaches, this study investigates the importance of AI in both finding and taking advantage of vulnerabilities. This paper looks at AI-based technologies used in ethical hacking, such as reinforcement learning algorithms that automate reconnaissance and attack execution, generative AI for exploit building, and machine learning frameworks for network anomaly detection (Kaloudi and Li, 2020). But even as AI offers chances to improve security, it also brings with it security, ethical, and legal concerns. Artificial intelligence (AI)-generated exploits have the potential to unintentionally introduce new vulnerabilities, be reused for malicious purposes, or raise questions regarding responsibility in automated cyberattacks (National Cyber Security Centre, 2024).
This research addresses two key questions: 
Q1: What AI models effectively automate vulnerability discovery during penetration tests and how do they compare to conventional methods?
Q2: How will ethical hackers ensure that AI systems are used for penetration testing and not inadvertently introduce new vulnerabilities and exploits?
[bookmark: _Toc185415168]2. Literature Review
[bookmark: _Toc185415169]2.1 Historical Context
The word “hack” was first coined at MIT in April 1955 to describe programming shortcuts and exploits (London, 2015)(Kumawat, Pal, and Jha, 2021). Hacking or being a hacker when it first kicked off in the '60s and '70s was not driven by malicious intent, mostly playing pranks and challenging each other (Christen, Gordijn and Loi, 2022).
[bookmark: _Toc185415170]In these modern times after around 60 years of hacking history and legislations such as the Computer Fraud and Abuse Act (CFAA) of 1986 (Kumawat, Pal, and Jha, 2021); which makes it illegal to gain unauthorised access to computer data. Hacking has been used for many malicious purposes and gives the word a bad stigma because it's illegal to do if you don’t have permission (Kumawat, Pal and Jha, 2021). This is where ethical hackers operate by utilising their computer skills to figure out how secure their client’s security systems are, the design of frameworks used and penetration tests of security systems. (Sahu and Acharya, 2020)
Frameworks such as OWASP, MITRE ATT&CK and ISO27001 are modern industry standards and are fundamental approaches to vulnerability management, threat modelling, and security defence (Kidd, 2022).
2.2 AI in Cyber Security
Artificial intelligence (AI) has flexible and adaptable system behaviour and is effective in improving the effectiveness of threat identification, counteraction and prevention (Mamidi, 2024). AI techniques can help in the effectiveness of current cybersecurity tools however some people view AI as an emerging risk to humanity (Wirkuttis and Klein, 2017).
AI is one of the most promising technological advancements currently, loads of companies are investing in the technology or have created new AI companies such as OpenAI, and Alphabet’s Gemini. The cybersecurity sector can benefit greatly from implementing new algorithms, techniques, tools and organisations offering these AI-based services. Compared to conventional cybersecurity solutions AI systems are flexible, adaptable, robust and able to learn. (Wirkuttis and Klein, 2017)
AI’s machine learning, deep learning, and neural networks use a large dataset for pattern analysis and anomaly detection to find evidence of a breach or a cyber-attack. AI lowers the amount a person will need to analyse data, patterns, and deviations from regular network traffic, to identify a potential or current cyber threat (Mamidi, 2024). 
[bookmark: _Toc185415171]2.3 Ethical and Legal Considerations
Artificial intelligence and Machine Learning algorithms are being used in cybersecurity frameworks, which brings many advancements. However, there are also many ethical and legal considerations. These range from privacy, accountability, transparency, data bias, job displacement, and regulatory challenges (Al-Mansoori and Salem, 2023). 
AI often relies on extensive analysis of data that has been collected and gathers data constantly from users, this raises privacy concerns on the misuse of sensitive information and unauthorised access. Companies commonly implement data anonymisation, however, reverse engineering and de-anonymisation attacks are methods to find information that is personal in the anonymous data (Al-Mansoori and Salem, 2023). 
When it comes to training AI the training data could make biases present, especially when it comes to threat detection which could lead to incorrectly identifying people or mischaracterising others (Kaushik et al., 2024).  
The UK doesn’t currently have any general statutory regulation of AI in the UK various areas of law touch on potential AI regulation (Gajjar and Brione, 2024). The EU have the AI Act which is the first comprehensive legal framework for AI to ensure systems respect basic rights, safety, and ethical principles (European Commission, 2024). 
[bookmark: _Toc185415172]2.4 AI-Driven Vulnerability Detection
AI vulnerability scanners can adapt to new attack vectors in real-time by learning from emerging threats and then adjusting scanning parameters. AI scanners use Machine Learning algorithms to analyse systems more thoroughly and quickly than traditional scanners that rely on predefined rules, frameworks, and signatures (Pradeep Sambamurthy, 2024). 
AI scanners reduce false positives by using advanced pattern recognition, enabling a better distinction between actual vulnerabilities and benign anomalies. This enables ethical hackers to focus on actual vulnerabilities more efficiently (Pradeep Sambamurthy, 2024).
The predictive ability and accuracy of AI analysis are dependent on diverse datasets for training and scheduled updates to ensure accurate results of the AI predictions. These predictions can be used to implement a proactive cybersecurity stance by implementing mitigations to attacks before they occur (Pradeep Sambamurthy, 2024). 
[bookmark: _Toc185415173]3. Methodology
[bookmark: _Toc185415174]3.1 Research Approach
The focus is on identifying how AI-driven hacking tools can enhance penetration testers' detection and exploiting of vulnerabilities while considering and adhering to the ethics of their use. The research papers used will be from existing literature, case studies, trusted articles, or government whitepapers.
[bookmark: _Toc185415175]3.2 Tools and Frameworks
Whilst the frameworks such as NIST, OWASP, and MITRE that are used in cybersecurity aren’t explicitly AI-based they can be used to incorporate the necessary resources and tools to train AI models for threat detection and response. The MITRE ATT&CK framework is an encyclopaedia of adversary tactics and techniques containing loads of data that can be used for training AI (Edwards, 2019).
Not many hacking tools are exclusively AI-driven, most tools tend to just use AI/ML algorithms to improve the functionality of the tool (Jada and Mayayise, 2023). 
[bookmark: _Toc185415176]3.3 Justification
These tools were chosen because of their broad use and capacity to solve problems with vulnerability exploitation and detection. AI is extremely useful in situations involving zero-day vulnerabilities because of its ability to automate repetitive activities and analyse intricate patterns (Admass, Munaye and Diro, 2024).
[bookmark: _Toc185415177]4. AI in Detecting Vulnerabilities
Artificial intelligence (AI) is completely changing vulnerability detection by automating time-consuming processes, increasing accuracy, and instantly identifying possible risks. AI helps ethical hackers proactively find and fix security vulnerabilities by utilising machine learning (ML), natural language processing (NLP), and anomaly detection (Kaur, Gabrijelčič, and Klobučar, 2023).
[bookmark: _Toc185415178]4.1 Capabilities
Automated vulnerability scanning: When it comes to the scope and depth of test coverage, automated vulnerability scanning falls short of human procedures like penetration testing. Rather than hiring specialised security testers, automated scanning could be seen as an affordable method of identifying and handling typical security vulnerabilities (NCSC, 2021).
Static and Dynamic Application Security Testing (SAST/DAST) is carried out using AI tools like Veracode and Fortify, which look for vulnerabilities in codebases and application behaviour. These tools cut down on the amount of time and human labour needed to find typical problems like buffer overflows, SQL injection, and cross-site scripting (XSS) (Buckingham, 2023).
Predictive analytics: By employing AI to provide predictions about the future and analyse vast volumes of data, professionals may improve their operations and make better judgements. However, using AI for predictive analysis comes with hazards as well, such as the possibility of bias, invasions of privacy, over-reliance on technology, unfavourable abuse to people, and a lack of transparency (Božić, 2024). 
Anomaly detection: The identification of aberrant or abnormal data within a dataset is a crucial data analysis activity known as anomaly detection. Scholars consider the phrase to be a component of data mining, and it is categorised as a meaning of the perspective of data analysis. An essential technique for identifying anomalies in a wide range of fields, such as gene expression research, human behaviour analysis, computer network infiltration, and financial fraud detection (Kim, Hwang and Lee, 2020).
Zero-day detection: Advanced techniques and technologies that are intended to detect, evaluate, and classify novel attack types are included in this. By using artificial intelligence (AI), the detection system can identify minute irregularities and departures from typical behaviour, which might point to the existence of advanced threats or zero-day vulnerabilities. It offers comprehensive information about the types of assaults, which helps create strong defences (Merlin Balamurugan, 2024).
[bookmark: _Toc185415179]4.2 Real-world examples
DeepExploit is an automated penetration testing tool linked to Metasploit powered by machine learning. It can fully execute the following actions: Intelligence gathering, threat modelling, vulnerability analysis, exploitation, post-exploitation, and reporting (TheDreamPort, 2022).
DarkTrace is a UK-based cyber security company that offers a suite of AI-powered tools that use machine learning to identify and tackle cyber-attacks in real-time (Cyberseer, 2024). To detect high-risk, unusual activity for every asset across domains, Darktrace AI learns from your distinct business data to determine what is typical (Darktrace, 2024).
Qualys VMDR (Vulnerability management, detection, and response) is a cloud-based security system that assists businesses in locating, evaluating, ranking, and fixing vulnerabilities in all areas of IT infrastructure. It offers a thorough understanding of a company's security posture, allowing them to counter any dangers and lower their risk of cyberattacks proactively (Qualys, 2024).
TensorFlow is an open-source machine-learning platform developed by Google. Several techniques can be used for anomaly detection including Autoencoders, one-class SVM, and Generative Adversarial Networks (GANs) (TensorFlow, 2021).
[bookmark: _Toc185415180]4.3 Challenges
False positives and negatives: An essential step in evaluating the accuracy and strength of any machine-generated content (MGC) detection technology is to look for false positive and false negative mistakes. When a detection technology mistakenly flags something as troublesome or worrying when it is not, this is known as a false positive. A false negative, on the other hand, occurs when a piece of material is declared MGC-free when it is not (Dalalah and Dalalah, 2023).
Bias in training data: Since AI systems use training data to inform their judgements, it is critical to check datasets for bias. Examining data sampling for groups that are over- or under-represented in the training data is one technique. When trying to recognise individuals of colour, for instance, training data for a face recognition system that over-represents white people may result in mistakes. In a similar vein, security data that contains information collected in primarily black geographic areas may introduce racial bias into police AI technologies (IBM Data and AI Team, 2023).
Adversarial attacks: The adversarial assaults that may be employed against machine learning systems are quite diverse. Many of these work with both conventional machine learning models like Support Vector Machines (SVMs) and linear regression, as well as deep learning systems. Typically, the goal of adversarial assaults is to "fool" the machine learning algorithm by making classifiers perform worse on tasks. The area of adversarial machine learning investigates a class of techniques designed to impair classifier performance on certain tasks (Boesch, 2021). The following categories are the primary classifications for adversarial attacks: 
· Poisoning Incidents (Boesch, 2021)
· Evasion-Based Attacks (Boesch, 2021)
· Attacks on Model Extraction (Boesch, 2021)
[bookmark: _Toc185415181]4.4 Ethical Concerns
Overreliance on automation using AI tools could potentially reduce ethical hackers' critical thinking and manual testing skills (Zhai, Wibowo, and Li, 2024).
In dual-use dilemmas, AI tools developed can be used for non-ethical purposes, malicious actors could use them to create sophisticated exploits and use them for crime purposes (Brenneis, 2024). These AI tools are difficult to detect compared to conventional exploits.
Accountability, AI can make errors, and it is not clear who is accountable the developer, user, or organization. If an AI detection system fails to detect a vulnerability who will be held responsible? (European Parliamentary Research Service, 2020)
[bookmark: _Toc185415182]5. AI in Exploiting Vulnerabilities
By automating the exploitation of security flaws, expediting penetration testing, and mimicking sophisticated cyber threats, artificial intelligence (AI) is changing the ethical hacking environment (Gupta and Ponnusamy, 2024). AI can create and run attacks on its own by utilising generative models, adversarial AI methods, and reinforcement learning. This reduces manual labour and improves security assessment efficiency. But there are also serious security and ethical issues with AI-driven exploitation, such as the possibility of abuse by threat actors (Comiter, 2019).
[bookmark: _Toc185415183]5.1 Capabilities
Automated exploit generation, AI can generate exploitation code, methods and tools which are based on vulnerability databases, security reports and system configurations (Lundqvist, 2024). OpenAI Codex has shown that it can make proof-of-concept (PoC) exploits for known vulnerabilities, which lowers the amount of time needed to manually develop them (Plumb, 2025). Other AI models can be trained on repositories like Metasploit and ExploitDB to automatically generate payloads to specific vulnerabilities (Valea and Oprişa, 2020).
Adaptive attack strategies exploit weaknesses in a defence by modifying a pre-existing attack. These strategies work using probabilistic adaptive attack (PAA): This chooses the best attack strategy by sampling a probability distribution of various attack strategies, evaluates the samples and updates the model to the most effective of strategies (Li et al., 2023). AutoAttack evaluates defences using a variety of attacks and adaptive attack development involves making an improved loss function, a method to minimize it, and repeating the steps based on new insights (Yao, Tsankov and Vechev, 2023).
Adversarial exploits are a cunning method of tricking artificial intelligence (AI) systems (Paloalto, 2015). Consider an AI that has been taught to identify cats in pictures. A hacker might covertly alter a canine photo, making nearly imperceptible adjustments to the naked eye. The AI may incorrectly identify the dog as a cat when it sees this modified image! These little adjustments, referred to as "adversarial examples," take advantage of flaws in how AI models learn and make choices (Paloalto, 2015). Serious repercussions might result from this, such as fooling facial recognition software or making self-driving cars misread traffic signals (Joshi and Kumar, 2024).
Automated privilege escalation: One method used by attackers to automatically obtain higher-level access to a computer system is automated privilege escalation. Following their first compromise of a system with restricted access, attackers use automated tools to look for known flaws or configuration errors (Haber, 2023). These programs then automatically take advantage of these flaws to give themselves further privileges, maybe even root or administrator access. Because of this increased control, attackers may carry out more destructive tasks including installing malware, stealing confidential information, or interfering with system functions. In essence, automatic privilege escalation makes the transition from a low-level presence to whole-system control more efficient (Carson, 2023).
[bookmark: _Toc185415184]5.2 Real-world examples
DeepExploit is a fully automated penetration test framework that can simulate real-world cyberattacks to test system resilience. It identifies the status of all open ports on the target server and executes the exploit at pinpoint using reinforcement learning in the actual environment (Maeda and Mimura, 2021).
OpenAI Codex for exploit development, can generate exploit scripts based on descriptions of vulnerabilities, which helps ethical hackers develop proof-of-concept exploits. Codex scripts have been used to automate reconnaissance and exploitation tasks (Yigit et al., 2024).
Meta Attack Language (MAL) is a programming language for developing cyber threat modelling systems for certain industries, such as cloud, automotive, and SCADA/OT. Such a system, in turn, makes it possible to model cyber threats and simulate attacks on settings, such as a power grid, a vehicle platform, or a specific cloud architecture (MAL, 2025).
ReaperAI is an artificial intelligence-based system that can automatically mimic cyberattacks by actively searching target systems for vulnerabilities and then taking advantage of them. In other words, it functions as a virtual hacker to test a network's security by locating and taking advantage of flaws in it. This technology is frequently used in ethical penetration testing to proactively find and fix security issues before a real attacker can exploit them (New Mexico Institute of Mining and Technology, 2024). 
[bookmark: _Toc185415185]5.3 Challenges
False positives and negatives, AI could misidentify a vulnerability which could lead to inefficient exploitation attempts. False positives could waste resources by trying to exploit a vulnerability that doesn’t exist, and a false negative may leave crucial vulnerabilities unpatched and undetected (GOV.UK, 2024).
Detection and defence evasion, AI exploits can be highly adaptable, making it hard to detect using traditional tools. The AI payloads can modify themselves to evade intrusion detection systems, and can even manipulate machine learning security systems through adversarial attacks making them ineffective (Iturbe et al., 2024).
Adversarial manipulations can happen to AI or ML by poisoning training data or adding adversarial inputs, this causes ineffective exploits. To mitigate this, ethical hackers need to ensure that AI training data is not corrupt (CrowdStrike, 2024).
Computational and resource constraints, smaller organisations frequently lack the resources to adopt AI-powered exploitation strategies since powerful AI systems require a lot of processing power, which puts them at a disadvantage when compared to larger entities with more computational power (Xie et al., 2019). 
[bookmark: _Toc185415186][bookmark: _Toc185415187]5.4 Ethical concerns
AI-Driven cyberwarfare
By allowing nation-states and cybercriminals to launch massive, automated attacks, artificial intelligence (AI) has the potential to revolutionise cyber warfare. There are significant ethical questions raised by the ability of AI-driven exploitation tools to automatically find and take advantage of weaknesses in vital infrastructure. The execution of international treaties like the Budapest Convention on Cybercrime is made more difficult by the absence of legal clarity around AI's involvement in cyberwarfare (Schmitt, 2017). Furthermore, while it offers guidelines on cyberwarfare regulations, the Tallinn Manual 2.0 falls short in addressing AI's independent capabilities (Schmitt, 2017) Ethical hackers are unsure of how much AI can be employed in offensive security operations without breaking international law as there are no clear legal frameworks in place.
Impact of AI on hacking standards and regulations
Current cybersecurity frameworks are unable to keep up with the increasing use of AI techniques in penetration testing. The OWASP Testing Guide and NIST's Cybersecurity Framework are examples of traditional ethical hacking techniques that were not created with AI-driven automation in mind. The General Data Protection Regulation (GDPR), which limits how AI systems handle personal data, is one data protection law that ethical hackers must make sure AI-powered technologies abide by (Sartor and Lagioia, 2020, pp.1–84). Furthermore, some AI applications are classified as high-risk under the EU Artificial Intelligence Act, which may limit their implementation in cybersecurity (Veale and Zuiderveen Borgesius, 2021). For ethical hackers looking to use AI-driven exploitation techniques while staying compliant, these changing legal restrictions present difficulties.
Autonomous decision making: Can AI be trusted?
The potential of AI-driven exploitation tools like DeepExploit to automatically find and take advantage of vulnerabilities raises questions regarding responsibility. It's difficult to determine who is at fault when an AI system accidentally exploits a system or misclassifies a target: is it the ethical hacker, the tool's creator, or the organisation utilising the tool? (Humphreys et al., 2024). Furthermore, it might be challenging to verify the process by which an attack was created because AI decision-making is frequently opaque. To keep AI-driven penetration testing under control and in compliance with the law, ethical hacking teams must use human-in-the-loop models (United Nations System White Paper on AI Governance, 2024).
Manipulating AI for malicious intent
Attacks by adversaries may target AI models that are utilised for ethical hacking. To alter machine learning models and make them produce harmful or ineffective attacks, methods like AI poisoning contaminate training data (Biggio and Roli, 2018). Furthermore, it has been shown that AI-powered tools like Codex may produce complex attacks that could be used maliciously by hackers (Pearce et al., 2021). Ethical AI governance, real-time model audits, and more stringent access restrictions are required to mitigate these dangers and stop abuse.
6. Findings and Analysis
To answer the research topics, this part looks at the main conclusions drawn from AI-driven penetration testing and vulnerability exploitation.
[bookmark: _Toc185415188]6.1 Key insights
AI enhancing efficiency  in vulnerability discovery
By automating reconnaissance, exploit creation, and anomaly detection, AI-driven models greatly enhance vulnerability discovery. AI models can recognise patterns in security weaknesses and anticipate possible attacks thanks to supervised learning, reinforcement learning, and deep learning approaches. Reinforcement learning is used by programs like DeepExploit and Microsoft's CyberBattleSim to automate penetration testing, which is more efficient than manual techniques (Pearce et al., 2021). AI-driven models analyse bigger datasets more quickly, find zero-day vulnerabilities, and minimise human error when compared to more conventional tools like Nmap or Burp Suite.
AI vs conventional penetration testing
Conventional penetration testing uses databases of known vulnerabilities, pre-established criteria, and human skills. Although ethical hackers offer comprehensive analysis and innovative exploit creation, manual testing is laborious and restricted by human cognitive skills. On the other hand, AI models scan enormous volumes of data, automate repetitive processes, and adjust to novel attack methods (Biggio and Roli, 2018). But since AI cannot replace human intuition, the best course of action is a hybrid one in which ethical hackers are enhanced using AI as a tool.
Security risks in AI driven penetration testing
The creative parts of penetration testing, including mimicking complex social engineering attacks that need to demonstrate a human-like grasp of psychology and persuasion, are difficult for AI systems to handle. Although AI can imitate some attack strategies, it is challenging to duplicate and predict the nuances of human behaviour in AI models, which might expose systems to some sophisticated, targeted attacks (Watson, 2025).
[bookmark: _Toc185415189]6.2 Limitations
Due to false positives and false negatives, AI penetration testing methods need to be manually validated by ethical hackers. Adoption of AI is challenging for smaller organisations because of its high computing resource requirements (Hilario et al., 2024). Additionally, altered inputs can fool AI-driven scanners, making AI models themselves the subject of adversarial attacks (Rodrigues, 2020). Finally, there are ethical questions about the usage and accountability of AI-generated exploits due to the legal uncertainty surrounding them.
[bookmark: _Toc185415190]7. Conclusion
By automating vulnerability discovery and exploitation, artificial intelligence (AI) is revolutionising ethical hacking and providing more flexibility and efficiency than conventional techniques. (AI)-powered penetration testing solutions use machine learning, reinforcement learning, and predictive analytics to find security holes so businesses can proactively fortify their cyber defences (Mohamed, 2023). However, there are drawbacks to this development, such as resource-intensive implementation, adversarial AI, and false positives (Khan et al., 2023). Furthermore, the ethical and legal issues raised by AI-generated exploits emphasise the necessity of stringent regulatory frameworks to guarantee responsible usage (Cordella and Gualdi, 2024).
AI is not a stand-alone solution, even while it improves penetration testing. To comprehend AI-generated results, mitigate biases, and react to new dangers that AI could miss, human knowledge is still essential (Xu et al., 2021). AI-driven penetration testing must be in line with ethical cybersecurity norms, and ethical hackers must put controls in place to stop the abuse of AI-generated exploits. To be able to handle the ramifications of AI automation in offensive security, the legal environment must also change (EC-Council, 2024).
In summary, artificial intelligence (AI) is a potent tool for ethical hacking, but its efficacy hinges on its prudent use and supervision. Organisations and ethical hackers must take a balanced approach that blends AI's computational power with human judgement and experience as AI-driven cybersecurity solutions continue to advance (Roshanaei, Khan and Sylvester, 2024). Future studies should concentrate on improving AI models to reduce risks and maximise their potential for protecting digital systems.
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