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RESEARCH QUESTIONS

Q1: What Al models are effective in automating vulnerability discover during penetration tests

and how do they compare to conventional methods?

Q2: How will ethical hackers ensure that Al systems are used for penetration testing

and don’t inadvertently introduce new vulnerabilities and exploits?
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METHODOLOGY

Research Approach: Papers used will be from existing literature, case studies, trusted articles or government

whitepapers.

Literature Review: Analysis of Al models and tools used in pen-testing such as Machine Learning, Deep

learning, and Generative Adversarial Networks (GANSs) (Subramanian and M. Chinnadurai, 2024).

Simulation: Tests of Al tools vs conventional in a virtual machine




KEY FINDINGS

Answers to Q1: Al models such as Random Forests and Deep Neural Networks detect vulnerabilities

faster with less false positives than conventional methods.

“Generating a GAN-based synthetic attack dataset, by training a GAN model on real and fake attack
samples. This synthetic data can help to train web application layer defensive devices, such Web
Application Firewalls (WAFs), against sophisticated attacks, like APT” (Chowdhary, Jha and Zhao, 2023)
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IMPORTANCE OF FINDINGS

Why it matters: Research findings can help enhance the effectiveness of pen-testing.

Showcases current and future risks of Al misuse and the need for proactive

mitigation.

Broader Impact: "By leveraging Al responsibly, ethical hackers can significantly
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CONCLUSION

“Incorporating Al solutions into organisational cybersecurity has a predominantly beneficial effect.
Essentially, Al usage offers an effective, advanced, and heightened level of cyber protection.”
(Jada and Mayayise, 2023)

Al models such as GANs and DNNs improve speed and accuracy of vulnerability detection
incomparison to conventional methods. Combining human input and expertise with Al tools will

show greater results than just Al by itself (Lim et al., 2024).
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