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Overview
A UK company, TeleHeart PLC, is due to release a ground-breaking medical device which the government is looking to purchase and immediately deploy in an effort to save lives during the epidemic that is currently gripping the nation: any delay to the schedule could thus have a  significant national impact. MediSecurity Ltd., a CHECK Certified penetration testing company, has been tasked with testing the new device and supporting infrastructure. During the course of this work, one of the penetration testers discovers information on TeleHeart’s systems that reveal:
· TeleHeart has paid out substantial sums in ‘hush money’ to suppress disclosure of its negative behaviour of women and ethnic minorities in the workplace.
· TeleHeart has not completed a security audit of its supply chain, which includes companies based in the PRC.
· Several members of staff have used TeleHeart resources to access online pornography.
· TeleHeart recently suffered a ransomware attack and negotiated a bitcoin
settlement with the Russian criminal gang for the decryption key.
Key Ethical and Legal Issues
Suppression of Misconduct reports
Workplace Sexual Harassment:
“Women are more likely to experience sexual harassment in the workplace than men. Eurofound data suggests that women in Europe are almost three times as likely to be subjected to sexual harassment compared to men (Trades Union Congress (SHW0031), 2016).”
Non-Disclosure Agreements (NDAs):
NDAs may be needed in certain cases, such as protecting company trade secrets or intellectual property. However, they should never be used to stop someone from reporting sexual harassment or any type of discrimination (Scottish Women's Rights Centre, 2022). 
Ethical implications:
Sexual harassment and ethnic discrimination in any workplace are never a good thing or ethical, especially if substantial sums in ‘hush money’ are involved. Hush money is a form of bribery, it is used to keep the victims or witnesses quiet about unethical or illegal actions (Brent Coon & Associates, 2018). 
Legal considerations:
In the UK, the Equality Act 2010 legally protects people from discrimination in the workplace and wider society (Gov.uk, 2013). It defines protected characteristics such as age, race, sex, sexual orientation, disability, religion/belief, gender reassignment, marriage, and civil partnership (ACAS, 2024).


Supply chain security oversight
Supply chain security ensures that the external vendors, suppliers, logistics, and transportation risks are minimal. This is so the business operations run smoothly and securely. Secure supply chains would be able to identify, analyse and mitigate the risks brought by using third-party organisations (Stuts, 2023).
Security risks:
There are many risks to not properly auditing supply chain security, especially People's Republic of China (PRC) based businesses (GOV.UK, 2023). There are a lot more challenges in achieving a secure supply chain audit in China, including the divide between social and environmental concerns, lack of awareness, and voluntary standards (LeBaron and Lister, 2016).
Many Chinese companies are not aware of the Ministry of Commerce-linked Chamber for Mineral Traders (CCCMC) guidelines. This makes even fewer businesses know the worth of supply chain audits, standards in China are currently voluntary. This means they have very few incentives to carry out supply chain audits (Parsons, 2017).
Legal considerations:
In the UK companies are required to have the proper security measures in place for personal data throughout the supply chain. The Data Protection Act 2018 and General Data Protection Regulation (GDPR) would then be breached resulting in lawsuits and large fines for the company (NCSC, 2019).
Inappropriate use of company resources to view porn
Implications:
The usage of TeleHeart’s services and networks to view pornography would not only violate the company's policies but also create the potential for security breaches such as malware and ransomware. The continued usage of their network to access porn on TeleHeart’s network can lead to a toxic work environment among staff, damage their reputation, and lead to legal liabilities (J. Hanson, 2005).
Legal considerations:
Here in the UK, it is illegal to possess or distribute certain extreme porn videos under the Obscene Publications Act of 1959. A few possible offences include any use of indecent images or pseudo-images of kids, sharing private sexual images without consent, and possession of extreme pornographic images (gore, non-consent, bestiality and endangering of life) (Crown Prosecution Service, 2019).
If TeleHeart’s services have been used by employees to view extreme porn even by mistake could make them liable, especially if they don’t take disciplinary or legal actions against the staff members viewing NSFW content. However, TeleHeart should have all explicit sites filtered and blocked from users and staff on their networks. This won’t stop someone who wants to access porn sites as web filters can be circumvented but at least it will mitigate most staff from viewing that content (Cloudflare, 2024).
Ransomware incident
Ethical and legal concerns:
There are many factors and ethical concerns in paying the ransom for ransomware attacks, in TeleHeart’s case they settled it using a cryptocurrency transaction on the bitcoin (BTC) blockchain to a Russian cybercrime group potentially a state-sponsored advanced persistent threat (APT). TeleHeart chose to pay the ransom, which isn’t advisable, they may have settled because no backups have been made, payment of ransom may lower the downtime of systems, insurance coverage, external pressure, and lack of alternatives (Lipscombe, 2024).
Companies shouldn’t ever pay ransoms because cyber criminals could increase the amount they want, encouraging more future attacks as their demands have been met. Russian cybercrime groups can’t be trusted so there is no guarantee they will give you the decryption key to recover the encrypted data. Cyber insurance rates could go up as the insurance company would view paying the ransom as negligence. Potential legal implications could affect the business in the future as paying ransom could be seen as an obstruction of justice, violation of international sanctions, anti-money laundering regulations and being complicit (Lipscombe, 2024). 
Not paying is the best way to avoid potential legal troubles and showcase a dedication to ethical practices. Mitigation of cyber threats by using backups, incident response plans, various security measures and regular penetration tests will lower the risk of ransomware attacks (Lipscombe, 2024).
Professional Responsibilities of the Penetration Tester
Following ethical and legal standards is a major part of penetration testing, the information revealed by testing of TeleHeart systems showcases unethical also illegal flaws in their business and cybersecurity practices. This penetration test successfully identified potential security vulnerabilities, unethical behaviours, and poor access controls for staff (Gillam, 2023).
Recommended actions:
Internal reporting – This requires documents to be recorded as clear, unmodified, and detailed evidence so they are credible. In the case of TeleHeart, the misconduct by staff accessing porn sites and paying large sums of hush money to hide sexual and ethnic discriminatory behaviour would need to be reported to MediSecurity so they can contact the relevant authorities depending on the severity of the misconduct (Odom, 2024).
Whistleblowing – Internal reporting may not always get the misconduct dealt with properly, this is where you could whistle-blow the information yourself to external authorities such as NCSC or Equality and Human Rights Commission (EHRC). If you share the evidence responsibly as a protected disclosure the Public Interest Disclosure Act 1998 (PIDA) will give you protections from legal repercussions (GOV.UK, 2014).
Compliance and legal consultation – TeleHeart need to seek legal advice and disclose issues proactively so they can minimise the consequences of their misconduct by following regulations and legal standards. Ensure compliance with the Data Protection Act 2018 and Equality Act 2010. Report ransomware incidents to NCSC and ICO to comply with data breach notification requirements (NCSC, 2024).
Improve security practices – By conducting supply chain audits, employee training and incident response plans. TeleHeart can enhance its cybersecurity by keeping to ethical and legal standards (ukcybersecuritygroupltd, 2024). 
Conclusion
TeleHeart has failed to maintain a robust cybersecurity stance. The penetration tester who discovered the vulnerabilities and ethical issues was from MediSecurity LTD, an NCSC’s CHECK scheme-certified penetration testing company (NCSC, 2025). What MediSecurity found in TeleHeart system tests showcases the need to immediately improve their legal compliance, supply chain audits, employee training, and cyber threat prevention/mitigation to ensure ethical and industry standards are adhered to.
Taking accountability and maintaining transparency throughout the way TeleHeart conducts business as well as their lack of security is necessary to regain trust with stakeholders and reduce reputation risks. This case study showcases the necessity of investing in proactive cybersecurity practices, ethical leadership, resilience and maintaining public confidence when there’s an active threat.
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