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Case 1: Europol Operation Venetic (Encrochat)
Overview:
“The dismantling of the encrypted communications tool EncroChat, widely used by organised crime groups (OCGs), has so far led to 6 558 arrests worldwide. 197 of those arrested were High Value Targets. This result is detailed in the first review of EncroChat, which was presented today by the French and Dutch judicial and law enforcement authorities in Lille.
The successful takedown of EncroChat followed the efforts of a joint investigation team (JIT) set up by both countries in 2020, supported by Eurojust and Europol. Since then, close to EUR 900 million in criminal funds have been seized or frozen.
The dismantling of EncroChat in 2020 sent shockwaves across OCGs in Europe and beyond. It helped to prevent violent attacks, attempted murders, corruption and large-scale drug transports, as well as obtain large-scale information on organised crime.  
OCGs worldwide illegally used the encryption tool EncroChat for criminal purposes. Since the dismantling, investigators managed to intercept, share and analyse over 115 million criminal conversations, by an estimated number of over 60 000 users.  User hotspots were prevalent in source and destination countries for the trade in illicit drugs, as well as in money laundering centres.  
The information obtained by the French and Dutch authorities was shared with their counterparts in EU Member States and third countries, at their request. Based on accumulated figures from all authorities involved, this led to the following results, three years after the encryption was broken by law enforcement:
· 6 558 suspects arrested, including 197 High Value Targets  
· 7 134 years of imprisonment of convicted criminals up to now
· EUR 739.7 million in cash seized
· EUR 154.1 million frozen in assets or bank accounts
· 30.5 million pills of chemical drugs seized
· 103.5 tonnes of cocaine seized
· 163.4 tonnes of cannabis seized
· 3.3 tonnes of heroin seized
· 971 vehicles seized
· 271 estates or homes seized
· 923 weapons seized, as well as 21 750 rounds of ammunition and 68 explosives
· 83 boats and 40 planes seized
Investigations into the alleged criminal conduct of the company operating EncroChat were restarted by the French Gendarmerie Nationale in 2017, after discovering that the phones were regularly found during operations against OCGs. Subsequent investigations established that the company behind the tool was operating via servers in France. Eventually, it was possible to place a technical device to go beyond the encryption technique and obtain access to users’ correspondence.
A case was opened at Eurojust in 2019 by the French authorities.  In the first instance, data was shared with the Netherlands, which led to the setting up of the JIT in April 2020. Since then, information on criminal activities was shared with national authorities within and outside the EU, at their request.  In view of ongoing investigations, Eurojust and Europol cannot disclose a full list of authorities involved.
Eurojust not only helped to set up and support the JIT, but also coordinated the cooperation between all authorities involved. Hundreds of requests for mutual legal assistance to other authorities were handled via the Agency.  
Europol has been supporting the case since 2018. A large, dedicated team of experts at Europol analysed over 115 million messages and data it received from the JIT partners. Europol cross-checked and analysed the data, combining it with information available in its information systems, and provided close to 700 actionable intelligence packages to countries worldwide. 
To provide this extensive support, an Operational Taskforce, known as ‘OTF EMMA’ was set up at Europol’s headquarters. This OTF brought together investigators and experts from Europol, Member States and third countries under one roof to jointly work on the Encrochat data to investigate the world’s most dangerous criminals. Europol has since been supporting the spin-off investigations initiated across the world. 
EncroChat phones were presented as guaranteeing perfect anonymity, discretion and no traceability to users. It also had functions intended to ensure the automatic deletion of messages and a specific PIN code to delete all data on the device. This would allow users to quickly erase compromising messages, for example at the time of arrest by the police. 
In addition, the device could be erased from a distance by the reseller/helpdesk.  EncroChat  sold cryptotelephones for around EUR 1 000 each, on an international scale. It also offered subscriptions with worldwide coverage, at a cost of 1 500 EUR for a six-month period, with 24/7 support.
The illegal use of encrypted communications continues to receive major attention from  judicial  and law enforcement agencies across the EU. OCGs communicating via encryption were dealt another blow in March 2021, following the dismantling of the SkyECC tool. Both Eurojust and Europol remain at the disposal of national authorities in case further support is required regarding encrypted communications by criminals.” (Europol, 2023)
“The NCA, Regional Organised Crime Units (ROCUs) and police forces have punched huge holes in the UK organised crime network so far by arresting 746 suspects and seizing:
· Over £54million in criminal cash
· 77 firearms, including an AK47 assault rifle, sub machine guns, handguns, four grenades, and over 1,800 rounds of ammunition
· More than two tonnes of Class A and B drugs
· Over 28 million Etizolam pills (street Valium) from an illicit laboratory
· 55 high value cars, and 73 luxury watches” (National Crime Agency, 2020)
Analysis:
Legal challenges
Data Privacy Laws
Operation Venetic regarding crime prevention and privacy rights has generated discussion about proportionality and legality. GDPR laws require data processing to be fair, transparent and lawful (ICO, 2024). Law enforcement mass message collection and decryption impacts criminals and maybe innocent people.
Venetic and similar operations risk violating basic rights protected by GDPR by conducting extensive, indiscriminate monitoring if a data protection impact assessment is not properly performed (ICO, 2023). Even though the French judicial authorisation legally supported the decryption attempts, the inter-regional exchange of intercepted messages exposes a legal grey area, such as in the UK evidence from interception cannot be used in court (Symonds, 2021). 
GDPR lacks specific provisions for such measures, making international cooperation more complicated. Moreover, nations with more stringent data privacy regulations can view these measures as excessive, resulting in admissibility conflicts (Goran Ilkov, 2024). However, the UK judge ruled that the messages obtained by the French police were not gained by interception (Symonds, 2021).
Admissibility of Evidence
The way the evidence is acquired dictates if it could be legally admissible, such as evidence gathered from interception like encrypted messages (Justice.org, 2007).
In the UK, the law regarding intercepted communication such as the EncroChat evidence, is very strict. Authorities need to obtain a Targeted Equipment Interception (TEI) warrant. Which the National Crime Agency obtained (Khan, 2020).
An ongoing investigation being heard by the Investigatory Powers Tribunal (IPT) has submissions being made that a Targeted Intercept (TI) warrant would have been the appropriate warrant, which would not allow EncroChat to be used as evidence. It is argued that the NCA made errors in applying for the TEI warrant, which was determined to view data as TEI so it could be used in court. If the Tribunal ruled in favour of this argument then many EncroChat convictions would be quashed (Khan, 2020).
Data gathered from EncroChat may not be acceptable in countries with more stringent procedural laws or if it was gathered through interception. Such as in Germany; “the court once again emphasised the unspecific mass surveillance by the EncroChat police operation and the serious interference with fundamental rights of telecommunication users, including the lack of adequate legal remedies. It remains to be seen whether the ECJ will provide the Berlin court with clearer answers in this second case” (Wahl, 2024). This could undermine the global efforts to combat organised crime and may result in inconsistent prosecutions.
Ethical considerations:
Balancing privacy with public safety
The ethical challenge in Operation Venetic is whether the interception of EncroChat messages justifies the intrusion of people's privacy. Most people with EncroChat phones are linked to organised crime however some would be legitimate users who aren’t committing crimes, and this creates concerns about mass surveillance. The police need the public's trust, be transparent, and ensure their actions are legitimate. They went to great lengths to ensure that the EncroChat hacking operation did not leak out to crime groups or the public, such as police finding other reasons to arrest EncroChat suspects (Goodwin, 2024).
Proportionality of surveillance measures
The operations scale raises questions about proportionality, as intercepting the whole of EncroChats platform traffic would impact users who may be innocent. According to Article 8 of the European Convention on Human Rights (ECHR), which permits interference with private rights only when it is legal, essential in a democratic society, and proportionate to a legitimate objective, the hack raises concerns about privacy and monitoring. Whether the operation qualifies as mass surveillance (wide, indiscriminate gathering), targeted surveillance (concentrating on certain people), or strategic surveillance (targeting groups with some suspicion) will determine whether it is justified (Bosland, 2023). 
Technical challenges:
Cryptography and real-time decryption
EncroChat routed all its data through a central server located in France, this provided end-to-end encryption of messages and calls. This is achieved by using encrypted devices (modified Android phones) that have Encro software installed on them, which would allow for the self-deletion of data on the phone (Richards, 2024). 
During 2019, French, Dutch and UK police ran a joint operation, where they installed malware on EncroChats central server in France and maybe a lot of the modified Android Encro phones, this allowed the authorities to access messages, record lock screen PINs and break the panic wipe feature. This meant they would have access to millions of illicit incriminating texts and images (Richards, 2024).
Coordinated international efforts
Operation Venetic required collaboration from NCA, Europol, Eurojust and many other national agencies. Eurojust managed the joint investigation teams (JITs) and Europol provided and shared intelligence (Eurojust, 2023). 
Adapting to criminal innovation
Organised crime groups (OCGs) are not stupid. They will find other ways not to get caught, such as using decentralised platforms, new encryption software, other private messaging apps, and counter-surveillance measures. NCA and other law enforcement organisations need to ensure that they keep up to date with and innovate as much as the OCGs (Wilson, 2019).
Conclusion:
Operation Venetic was a successful operation that disrupted many OCGs. However, the tension between the data privacy legislation and law enforcement shows a difference of opinions and many challenges. This case study shows that whilst some regulations protect individual privacy, sometimes they can cause legal, ethical and technical hurdles for global investigations. “By describing the technical issues in some detail, we show how it is that high-level end-to-end encryption is, in effect, invulnerable to decryption but also how devices that use such encryption are, nevertheless, vulnerable by virtue of their use of passwords and the possibility of being hacked and the insertion of malware” (Henschke et al., 2021). 
The scalable procedures, evidence systems and technological design should be necessary to evaluate the reliability, fairness, legality, necessity and proportionality of making an audit trail of evidence for an investigation (Radina Stoykova, 2023).
In the admissibility of evidence section, I mentioned the NCA and the TEI warrant, this is the conclusion: “The Investigatory Powers Tribunal (IPT) concluded that the National Crime Agency (NCA) did not deliberately conceal information from the Judicial Commissioner when applying for the Targeted Equipment Interference (TEI) warrant. The tribunal found that the NCA's actions were lawful and that they were not wrong in seeking a TEI warrant instead of a Targeted Interception (TI) warrant” (Investigatory Powers Tribunal, 2023).
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