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Introduction 

to CNI
So what is CNI?

CNI stands for Critical 
National Infrastructure 
but what is that exactly?





Civil Nuclear
The civil nuclear sector facilitates nuclear functions for non-military purposes. 

This is one of the highest priorities within the UK critical national infrastructure 

and encompasses 4 key areas: (NCSC, 2022)

• Electricity generation sites

• Nuclear decommissioning and hazard reduction 

• Transportation of nuclear material



Transport
The transport sector facilitates the movement of people and goods both 

within the UK and internationally via the UK. Other functions related to 

transport, such as building new roads, are the responsibility of the devolved 

administrations. Cyber security policy for the transport sector resides with the 

department for transport (DFT). The transport sector comprises 4 key areas: 

(NCSC, 2022)

• Civil aviation

• Rail

• Road

• Maritime





Energy
The energy sector is responsible for providing the functions required to 
power our homes and businesses. This increasingly includes the smart use of 
technology, such as smart meters. Whilst critical services are our main focus, 
we also cover key supply chain dependencies. The energy sector is divided 
into 5 key areas: (NCSC, 2022)

• Upstream oil & gas

• Downstream oil

• Downstream gas

• Electricity

• Smart energy



(CPNI, 2019)



Chemicals
The chemicals sector helps to protect the manufacture and supply of raw 
materials. The work within this sector is interlinked with both CNI and non CNI 
sectors, from aerospace and automotive to pharmaceutical and cosmetics. 
The chemicals sector has 2 key areas: (NCSC, 2022)

• Supplying raw materials

• Manufacturing



Food

The food sector manages all stages of food supply from research and 
technology, farming practices, manufacturing, to the supply routes which allow the 
food to be distributed and delivered to the consumer via retail or catering. The 
food sector is one of the biggest the manufacturing sectors in the whole of the UK it 
brings in an annual turnover of 100 billion pounds. It has 5 key sectors that allows it 
to run smoothly (NCSC, 2022)

These 5 food sectors are:

 Primary producers (e.g. Farmers and fishermen)

 Food retail (e.g supermarkets and wholesale retailers)

 Food service (e.g. cafes restaurants)

 Food logistics (e.g. distribution centres transportation and logistics

 Manufacturers (e.g. factories, production plants, refineries)



Water
The water sector provides the UK with clean water that is safe to drink and 
treats waste-water. In England, water companies are privately owned 
and operate as regional monopolies. There is no competition for domestic 
water supply. In the devolved administrations (Scotland, Wales and 
northern Ireland), water companies are still in public ownership and report 
to their respective administrations. The water sector has 2 key areas:
(NCSC, 2022)

• Water supply

• Wastewater treatment

• Flood control



Finance

The finance sector provides the function to manage money in the UK. 

The finance sector is a major contributor to the UK economy, and the 

UK is a world leading financial services centre with key elements of the 

global financial system based here. Financial firms and infrastructure 

provide essential services to citizens, businesses and the government. 

The Finance sector has 3 key areas: (NCSC, 2022)

 Finance authorities (HMT, Bank of England, FCA, PRA, etc.)

 Financial services (Retail & Investment Banking, Payment systems 

and services, Exchange, clearing and settlements, etc.)





Conclusion

 The loss or compromise of CNI would result in major negative 

impact on essential services, leading to severe economic or 

social consequences or to loss of life. (NCSC, 2022)

 In conclusion, we hope that viewing our presentation we have been 

able to give you a better insight into what Critical National 

Infrastructure is, and what are some of the operations are 

performed in the public and private sectors and how they enable 

people to live life to its fullest.



Any Questions?
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